ABSTRACT Unmanned aerial vehicle (UAV)-enabled mobile relaying technique is a promising approach in providing high data rate transmission. Limitations of the UAV's hardware and the line-of-sight link of the air-to-ground channel make UAV ground communication more vulnerable to wiretap and spoof threats. This paper tackles the secure transmission problem with physical layer security (PLS) technologies. A four-node wiretap channel with UAV-enabled relay is considered and eavesdroppers' location information is partially known that they are in a certain area with variable densities. We put forward the secrecy rate maximization problem aiming at optimizing the source/relay transmission power. The objective function and constraints are proved to be non-convex and we convert the non-convex problem to a convex one by introducing the difference-of-concave (DC) programming and slack variables. For a special case, a closed-form solution is obtained which greatly reduces the complexity of the algorithm. The simulation result shows that with the proposed algorithm, the system with partial eavesdroppers' location information can achieve a pretty good secrecy performance close to that in the case with perfect location information.
I. INTRODUCTION
Recently, unmanned aerial vehicle (UAV) is being increasingly utilized in a wide range of areas such as wireless communications [1] - [6] , news and television, logistics, distribution, agricultural and forest, because it has become a prominent choice for dangerous and repetitive missions. In this paper, a new application of UAV is studied, termed mobile relaying, where the relay modules are mounted on UAVs. The UAV-enabled mobile relaying may effectively extend communication capability to disaster-affected people (in where partial or complete infrastructure is damaged due to natural disasters) by quickly constructing a communication relay system. We note that the recent availability of UAV at affordable prices has made it easy to use UAV as mobile relay [7] - [9] .
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Compared with conventional static relaying, UAV-enabled mobile relaying has several key advantages including high mobility, flexible deployment, and low operational costs. But the line-of-sight (LoS) [10] and air-to-ground channels between UAVs and ground lead to some new challenges in UAV-enabled relaying systems. Due to the limitations of the UAV's hardware, the UAV-enabled relaying system lacks encryption and other protective mechanisms [11] , [12] , thus the exchanged UAV information in the open and shared nature of wireless medium can be intercepted by ground eavesdroppers.
The security of UAV-assisted communication has been studied in [13] - [21] , where the security of information transmission is improved by physical layer security (PLS) techniques. The authors in [13] maximize secrecy rate by UAV's power allocation in UAV-enabled relaying system. In [14] , [15] , joint power and trajectory design for maximizing secrecy rate in the UAV-enabled mobile relaying system was studied by the authors. Furthermore, in [16] , [21] eavesdroppers' imperfect location information model is considered where the authors only know that the eavesdroppers are distributed in certain areas, and maximize the average worst case secrecy rate of the system by jointly designing the robust trajectory and transmit power.
All the above researches are based on the hypotheses that the perfect location information of eavesdroppers are known or the area in which eavesdroppers are distributed is known without considering the distribution information. In this paper, we consider the eavesdroppers with imperfect location information model where eavesdroppers are distributed in an area and only the probability of distribution within the area is known. The imperfect location information model has been studied in [22] - [24] , this model is more in line with actual state where eavesdroppers' location is uncertain. In practice, although UAVs can estimate the location of eavesdroppers in [25] , the eavesdroppers may hide their existence and thus the location estimation is inaccurate. We improve the secrecy rate of the system by increasing the transmit power when the UAV is closer to the legitimate user and reducing the transmit power when the UAV is relatively far away from the legitimate user. Hence, power allocation is studied in this paper to maximize secrecy rate.
As shown in FIGURE 1, we consider the mobile relaying system in four parts including source (Alice), destination (Bob), UAV-enabled mobile relay, and eavesdropper (Eve). The relay operates in frequency division duplexing (FDD) mode with equal bandwidth allocated for information from the Alice to relay and relay to Bob and is equipped with a buffer large enough to make UAV's ''store, carry-andforward'' mechanism work. Benefitting from this mechanism, UAV can receive and forward data with dynamic power allocation while moving along the trajectory. In this optimization problem, not only the current location of the UAV but also the whole movement process is considered. To solve this problem, new system model and new methods are exploited. We aim to maximize the average secrecy rate by optimizing the source/relay power allocations over a finite time horizon. In this paper, some intractable problems are solved, the main contributions are summarized as follows.
• We consider the eavesdroppers with imperfect location model that is more in line with the actual state. However it introduces a non-integrable expression to obtain a suboptimal solution. To overcome the non-integrability, Taylor expansion and iterative algorithms are exploited, and efficiently solve this problem.
• This optimization problem is intractable because its non-convex constraints and objective function. To solve this problem, we introduce a slack variable and exploit the difference-of-concave (DC) programming method [26] . Moreover, ellipsoid method and the water-filling (WF) are applied to get the optimal result.
• For a special case where the distances of Alice to relay and relay to Eve are non-decreasing, and the distance of the relay to Bob is non-increasing, a closed-form solution can be obtained, and the complexity of our algorithm can be greatly reduced.
The rest of this paper is organized as follows. Section II introduces the system model and presents the problem formulation for secrecy rate maximization. Section III converts the non-convex problem into a convex problem and section IV obtains closed-form solution for each iteration, in special case. Section V numerical results are presented to compare the proposed imperfect location information system with existing techniques. In section VI, there is a summary of this paper. Finally, the convergence of DC programming is proved in Appendix A.
II. SYSTEM MODEL
As shown in FIGURE 2, we consider the UAV-enabled mobile relaying system where eavesdroppers are in a certain area with E as the center, and the probability density function of Eve is denoted as f e (x e , y e ). The node A, node B and node R represent Alice, Bob and UAV-enabled relay, respectively. The distance between A and B is L1 meters, and there is no direct link from A to B [27] . The node R moves in a plane with a fixed altitude and in order to avoid collision, we consider that the UAV-enabled relay flies at a fixed minimum altitude H determined by the heights of the buildings [28] . Profiting from the mobility and the large enough buffer of the relay, it can find a suitable location for forwarding data in which we consider maximizing secrecy rate. In Cartesian coordinate, without loss of generality, we assume that A, B and E located at (0, 0, 0), (L, 0, 0) and (E, M , 0), respectively. The coordinate of the UAV-enabled relay is time-varying, and can be expressed as (x(t), y(t), H ) where x(t) and y(t) change with time t.
For simplicity, we take time horizon T and discretize it into N equally spaced time slots δ t , and the UAV's location is assumed to be approximately constant within each slot when δ t is small enough. Therefore, the coordinate of the UAV at the nth slot is (x(n), y(n), H ). The air to ground channel is assumed to be LoS channel. Thus at slot n, the channel power from Alice to relay, relay to Bob and relay to Eve follow the free-space path loss model as
where β 0 denotes the channel power at the reference distance
denote the distance from Alice to relay, relay to Bob and relay to Eve at slot n, respectively. Let p a [n], p r [n] denote the transmission power by Alice and relay at slot n, thus the maximum transmission rate from Alice to relay, relay to Bob and relay to Eve at slot n are as follows.
where σ 2 denotes the noise power, and γ 0 = β 0 /σ 2 represents the reference signal-to-noise ratio (SNR). For convenience, we define γ ar , γ rb and γ re as follows.
Considering imperfect location information model, the objective function can be expressed as (10) in accordance with PLS technologies [29] , where the probability density function of Eve is denoted as f e (x e , y e ). In addition, due to ''store, carry-and-forward'' mechanism [30] , we need to consider the information-causality constraints implying that the relay can only forward the information that has been previously received from the Alice at each slot n. Thus some constraints (11) need to be introduced. Moreover, considering non-negative nature of power and total power of Alice and relay is limited, several corresponding constraints (12) (13)(14) are presented where P a and P r denote the average power limits at Alice and the relay, respectively. The problem can be formulated as follows.
(P):
Remark: The objective function (a10) can be obtained in accordance with physical layer security technologies [29] . It is very intractable to solve this optimization problem with the objective function. In order to simplify the calculation, expression (b10) is found as the approximate lower bound of (a10). Finally, we equivalently transform expression (b10) to (10).
Due to the non-convexity and the non-integrability of the optimization problem (P), getting the optimal solution to problem (P) is intractable. In the following, we introduce the slack variables and exploit the DC algorithm for dealing with the difficulties of problem (P). VOLUME 7, 2019 
III. PROBLEM FORMULATION AND ITERATIVE ALGORITHM
To solve the non-convex problem (P), we first convert it into a convex optimization problem. Then convex optimization techniques and WF algorithm are utilized to obtain a semiclosed-form solution, in each iteration. Finally, we are able to obtain the optimization results by introducing ellipsoid method.
A. SLACK VARIABLES AND DC PROGRAMMING
By introducing the slack variables {R r [n]} N n=2 , optimization problem (P) can be expressed equivalently as (P1) (P1):
where {γ ar }, {γ rb } and {γ re } have been defined in (7), (8), (9) before. Especially, in order to obtain the optimal solution, the constraint (17) is always satisfied with equality. Note that if there is a slot n 1 in the constraint (17) satisfied with strict inequality at the optimal solution to (P1), we can always reduce the power p r [n 1 ] to make (17) satisfy with equality, without changing optimization solution. Thus, the problem (P) and (P1) are equivalent, and constraints of (P1) are convex. Observing the problem (P1), in order to deal with the non-convexity and the non-integrability of the objective function, DC algorithm and corresponding iterative algorithm need to be exploited. By exploiting Taylor series expansion at point {p 1 r [n]} N n=2 we obtain a convex optimization problem as follows.
(P2): max
in which
Standard convex optimization techniques are feasible to cope with the optimization problem (P2), such as interior-point method [31] . However, Lagrange dual method can also be used to solve the optimization problem, and effectively reduce the complexity of algorithm.
B. CONVEX OPTIMIZATION TECHNIQUES TO (P2)
In problem (P2), there are variables {p a [n]} and {p r [n]}, and the partial Lagrangian need to be studied to simplify the optimization problem. We define λ n ≥ 0, n = 2, . . . , N as the Lagrangian dual variables, and let us first consider the constraint (16) , thus the partial Lagrangian of (P2) can be expressed as
The Lagrange dual function of (P2) is then defined as (17), (12), (13), (14) . (25) We define min λ n ≥0,∀n g({λ n }) as the dual problem of (P2), denoted as (25) . Because problem (P2) satisfies Slater's condition, the optimal solution of problem (P2) can be obtained by solving (25) . Next, we solve the problem (25) by finding the solution with fixed {λ n } utilizing WF algorithm, and then finding the optimal dual solutions {λ * n } to minimize the dual function using ellipsoid method. Finally, the optimal solution can be obtained by DC programming.
For solving problem (25), we can first split the problem into independent (26) and (27) as follows.
For problem (26) and (27) , by exploiting the standard Lagrange method and the Karush-Kuhn-Tucker (KKT) conditions, the optimization solution can be respectively given by = max{ * , 0}. Due to λ n ≥ 0, β n and ν n have been defined in (23)(24), we have β n ≥ 0, ∀n. In addition, in order to ensure problem (27) have bounded optimal value, we must have ν n ≥ 0, ∀n. To see this, we assume that there exists n 1 such that ν n 1 < 0, then if we let R r [n 1 ] → −∞, problem (27) will have no optimal solution. According to our common sense, problem (27) is supposed to have optimal value, so we must have ν n ≥ 0 and N n=2 λ n ≤ 1. Moreover, we need to cope with minimizing g({λ n }) the subject to λ n ≥ 0. In order to solve the linear programming problem, subgradient-based method and ellipsoid method are exploited [32] . According to duality and subgradient method, it can be shown that the subgradient of g({λ n }) at point {λ n } is given by 
IV. SPECIAL CASE ANALYSIS
When relay is far away from Alice and Eve, and is close to Bob, γ rd [n] and γ re [n] are non-increasing, and γ rd [n] is non-decreasing over n. In this case, a closed-form solution is obtained in each iteration, which significantly reduces the time complexity of proposed algorithm, and the dual variables associated with the information-causality constraints (16) for slots up to N − 1 vanish, and λ * N could still be positive, and it follows from (23) and (24) that β * n = λ * N , and ν * n = 1 − λ * N . The proving process is shown next.
On the contrary, we assume there exists a dual optimal solution λ * n 1 such that λ * n 1 > 0. Thus, according to the results (28), (29) , the transmission rates at Alice and relay can be expressed as
Since γ sr [n] is non-increasing over n, it follows from (31) that R * a [n] is non-increasing over n too. We thus have
On the other hand, since γ rb [n] is non-decreasing and γ re [n] is non-increasing over n, it follows from (32) that R * r [n] is non-decreasing over n, thus
, which leads to
The assumption λ * n 1 > 0 implies that the informationcausality constraint at slot n 1 must be active, by applying the complementary slackness condition for primal and dual optimal.
The relations in (36)-(38) lead to
Now consider the slots from n 1 − 1 to N − 1. Based on the non-increasing property of
where the strict inequality is established since λ *
, as can be seen from (23) . Similarly, we have
The relations in (34)-(36) jointly lead to
By adding (35) and (39), we have
, which obviously violates the informationcausality constraint (16) at slot N . Thus, the assumption is invalid, and original conclusion is proved. 
V. NUMERICAL RESULTS
In this section, we provide the simulation results to verify the secrecy performance. Alice and Bob are separated by L = 2000m. As shown in FIGURE 1, eavesdroppers are uniformly distributed in Area 1, Area 2, Area 3, and the probability density functions are f 1, f 2, f 3, respectively. For ease of calculation, we generally assume f 1 = 1, f 2 = 45f 1, f 3 = 100f 1. The centers of Area 1, Area 2, and Area 3 are (3000, 500, 0), (1500, 600, 0), and (1100, 500, 0), respectively. Area1, Area 2 are circular area and Area 1 is an elliptical area, with long axis a = 2000m and short axis b = 500m. The communication bandwidth per link is 20MHz with the carrier frequency at 5GHz, and the noise power spectrum density is −169dBm/Hz. Thus, the reference SNR at the distance d 0 = 1m can be obtained as γ 0 = 80dB. The UAV's flying altitude is fixed to H = 100m, according to the minimum altitude required in [28] . Moreover, the average transmit power at S and R are assumed to be P a = P r = 10dBm. More intuitive description is given in TABLE 1.
In this paper, we consider the eavesdroppers with imperfect location information model where eavesdroppers are distributed in an area and only the probability of distribution within the area is known. The perfect location information model has been studied in [13] assuming the location of the eavesdroppers is known accurately. FIGURE 3 illustrates the optimal power allocation at relay for the moving unidirectionally towards Bob. Case 1, Case 2, and Case 3 denote three different distributions of eavesdroppers. Eavesdroppers are uniformly distributed in Area 1, Area 2, Area 3, and the probability density functions are f 1, f 2, f 3, respectively. For Case 1, the centers of Area 1, Area 2, Area 3 are (3000, 500, 0), (1500, 600, 0), and (1100, 500, 0), respectively. For ease of calculation, we generally assume f 1 = 1, f 2 = 45f 1, f 3 = 100f 1. For Case 2, the centers of Area 1, Area 2, Area 3 are (3000, 500, 0), (4500, 600, 0), and (4900, 500, 0), respectively. For ease of calculation, we generally assume f 1 = 1, f 2 = 45f 1, f 3 = 100f 1. For Case 3, the centers of Area 1, Area 2, Area 3 are (3000, 500, 0), (4500, 600, 0), and (4900, 500, 0), respectively. For ease of calculation, we generally assume f 1 = 1, f 2 = 2f 1, f 3 = 2f 1. It is observed from FIGURE 3 that the distribution of eavesdroppers can affect the UAV's power allocation.
In FIGURE 4 , the secrecy rate in bps/Hz is plotted for three relay trajectories. It is observed that the secrecy performance with imperfect location information model is very close to perfect information model. In FIGURE 5, we notice that the secrecy rate increases with UAV's velocity. This is attributed to that relay with higher speed is able to find a more suitable location to forward information faster. In FIGURE 6 , the secrecy rate in bps/Hz is plotted for three power allocation strategies. It is observed that the secrecy rate using optimized power has a significant improvement compared with that using fixed power allocation.
In FIGURE 7 , the secrecy rate in bps/Hz versus T is plotted for the three relay trajectories. Note that when T is sufficiently large, the UAV could stay stationary above Alice (and above Bob) for a certain period before it moves towards Bob (after it arrives above Bob). It is observed that with the UAV moving unidirectionally towards Bob, the secrecy rate is the best, while with unidirectional relay movement from Bob to Alice, the secrecy rate is the worst. This is because the channel conditions for information forwarding are enhanced/degraded compared to information reception by relay movement from Alice to Bob(Bob to Alice). Such results imply the necessity of finding an optimal trajectory to further realize improvement in secrecy performance.
VI. CONCLUSION
In this paper, we study a new UAV-enabled mobile relaying system where eavesdroppers are distributed in an area and only the probability of distribution within the area is known. The secrecy rate maximization problem is non-convex and DC programming is exploited. In addition, an iterative algorithm is employed to cope with the intractable problem with non-integrable expression. Furthermore, for a special case where relay is far away from Alice and Eve, and is close to Bob, we can get a close-form solution in each iteration, and greatly reduce the algorithm complexity. In Algorithm 1, the complexity of ellipsoid method is O(n 2 ). The computational complexity of water-filling (WF) is O(nlogn). Since the DC algorithm only need convex problems solved, the overall complexity of the proposed algorithm is polynomial in the worst case. Simulation results show that the secrecy rate achieved by the proposed imperfect location information model is very close to the perfect location information model. Thus, we can guarantee the security of communication without the accurate location information of eavesdroppers. Moreover, different paths bring different performance improvements in optimization results, thus finding an optimal path to maximize system security is left as future work.
APPENDIX A
In this subsection, the convergence of DC programming is studied. It is shown that DC programming can be applied if the objective function can be written as a minimization of a difference of two convex functions, such as (15) , which can be represented as
where x = [x 1 , x 2 , · · · x L ] T and χ is the convex set: f (x) and g(x) are continuous and convex. However, it can be solved by using Algorithm 2. The key idea of Algorithm 2 is to convert a non-convex problem to convex sub-problems by using successive convex approximations. In this algorithm, ε determines the accuracy of the Algorithm 2 and the term −g(x) in the objective function (40) is replaced by −g(x (k) ) − ∇g T (x (k) )(x − x (k) ) in (A-2-1). The convex optimization problem in (A-2-1) can be solved by using standard algorithms from convex optimization theory. In this paper, interior point method is used in the simulations. The convergence of Algorithm 2 can be easily proved by
where q(x (k) ) =q (k) (x (k) ) is the kth iteration step, and q (k) (x k ) ≥q (k) (x (k+1) ) can be obtain by (A-2-2). Therefore, q(x (k) ) monotonically decreases when k increase. Thus, the convergence of Algorithm 2 is proved.
